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Abstract: Addressing the issue that research on hardware Trojan (HT) has predominantly focused on specific strate-
gies of HT design and defense, with a deficiency in quantitative evaluation models for system security in the con-
text of HT attacks, a HT attack and security assessment model based on the generalized stochastic coloring Petri net
(GSCPN) was proposed. The GSCPN model representing the HT attack of a single basic unit was constructed,
founded on the temporal relationship between HT attack behaviors and the states of a single basic unit. A general
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achieved using the Monte Carlo simulation method. The discrepancy between the two methods was a mere

0.00183, which verified the precision of the modeling approach. The security of the system under various scenarios

was analyzed through a straightforward case study. The experimental results indicate that the intensity of the HT at-

tack, HT recovery time, and task execution time all exert varying degrees of influence on system security.
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